
Department of

Electronics and Communication
Engineering

Jaypee University of Information Technology
Waknaghat

Event Report: Session-7
14th Aug, 2021

Department of Electronics and Communication Engineering of Jaypee University of

Information Technology, Solan organized the sixth session of “Workshop on Industrial

Revolution 4.0” on 14th Aug 2021. The topic of the seventh session was Quantum key

Distribution and Mr. Vivek Kumar, Senior Research Engineer, Centre for Development

of Telematics (C-DOT) was the honourable speaker.

Dr. Shweta Pandit, Assistant Professor in Department of Electronics and Communication

Engineering welcomed and introduced the speaker. Our eminent speaker, Mr. Vivek Kumar

has done his bachelors in Electronics and Telecommunication in 2009 and in the same year

he cleared the GATE examination and opted for MTech in Optoelectronics and optical

communication in IIT Delhi. After completing the MTech in 2011 he got selected as Research

Engineer in C-DOT. He has spent the past ten years working in different optical technologies

in C-DOT. His work was mainly related to PCB designing and network architecture

conceptualization. Some of the major Projects he did in C-DOT are:



·       GPON System: Gigabit Passive Optical Network
·       FFLS System: Fibre Fault Localization system
·       DWDM System: Dense wavelength division Multiplexing
·       QKD System: Quantum Key Distribution

Mr. Vivek started his lecture by introducing the C-DOT and the type of technologies on
which C-DOT works. Coming to the main topic of the session, he first briefly described the
requirement of security while designing any IoT system. He described the different security
algorithms available and also gave an idea about the limitations of these security algorithms.



To start with the concept of Quantum key generation, he started with the basic difference between

classical physics and Quantum theory. He then discussed basics and protocols of Quantum key

Distribution (QKD).





At the end of the presentation, he discussed various applications where QKD is used for

providing security.

The session ends with the answers to the questions from the participants. Overall, the session

gave an idea about the security algorithms with respect to Quantum keys.




